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Executive Summary
CyPhERS deliverable D3.1 presented a market model intended to help evaluate the impact of
CPS on various domains, and on the ecosystems that support those domains. It applied the model
to four domains. Deliverable D3.2 revises and refines the market model, and revisits the analysis
of the four domains.
D3.2 has simplified the market modelling approach, reducing it to three steps not five, which
should make it simpler to apply. More significantly the approach has been extended to have
a more explicit model of the economic impact of the CPS innovation on the ecosystem, and
assessment of how disruptive that impact might be.
The revised market model was applied to each of the four domains considered in D3.1, and
further analysis was undertaken to assess whether or not the innovations considered were likely
to be disruptive, or have a more incremental impact on the domain. This analysis was used to
draw out recommendations for each domain; these recommendations are intended to identify
actions that could be taken at the European level as part of the roadmap and strategy for CPS.
This analysis was extended to general trends, mainly related to information processing, e.g. the
availability of the cloud, and further recommendations were identified.
It is intended that the analysis presented in D3.2 will be reviewed in future CyPhERS workshops and, if appropriate, the analysis and recommendations will be revised based on industrial
feedback. In any event, the recommendations developed in D3.2 will be refined for inclusion in
the final report from the project.
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1 Introduction
CyPhERS Work Package (WP) 3 is concerned with market models. Deliverable D3.1 proposed
an initial market model intended to be more appropriate for Cyber-Physical Systems (CPS) than
classical market models. It also presented examples of the use of the model in a range of market
sectors exploring a number of scenarios in four different domains (automotive, electric power,
production and logistics, and healthcare).
There are three strongly related updates to the material in D3.1 to produce D3.2:
• A revision to the modelling approach to include a more explicit assessment of the impact
of CPS on the economic ecosystem, including the opportunity for the technology to be
disruptive;
• A simplification of the analysis framework to make it easier to explain and to apply (based
on experience of the initial usage);
• A reconsideration of the scenarios/domains addressed in D3.1 focusing on the impact of
the economic ecosystems, i.e., using the new part of the models.
D3.2 also addresses some issues that were not considered in detail in D3.1, but are included
in the scope of WP3, specifically the impact of sector-independent trends, e.g., in the area of
computational infrastructure, on a range of markets.
Whilst the CyPhERS proposal and plan only contained two deliverables for WP3, a further
report from the WP may be produced, if it is felt to be desirable. The decision will be based
on the feedback obtained on the material presented here, both on the overall methodology and
on the examples. Alternatively, an Annex presenting updates on the understanding gained from
WP3 may be included in the final report, if this seems more appropriate.
The intent is to use the outreach activities from CyPhERS to obtain feedback from industry
on the modelling approach and examples; whether or not there is an update to the WP3 results
will depend on the nature of the feedback received. (This is already under way.)
The rest of this report is organised as follows. Section 2 presents the revised modelling
method. The opportunity has been taken to clarify the presentation of the approach as well as
make the amendments to provide a more extensive analysis of the impact of CPS on markets,
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including their disruptive potential. The presentation of the approach is intended to be complete,
and it should be possible to extract this section as a “stand-alone” document on how to analyse
the market impact of CPS.
Section 3 revisits the scenarios presented in D3.1, using the revised market modelling approach. The focus is on the new parts of the approach, particularly the potential overall market impact of CPS. This is used to identify some sector-specific findings and recommendations
where action by the Commission would be both beneficial and desirable, in the view of the
CyPhERS project.
Section 4 considers the impact of sector-independent factors addressing the omission from
D3.1. In particular it focuses on issues at the information layer and processing technology in the
SPIT model as it is believed that this is likely to be fundamental in enabling the capabilities of
CPS to be exploited more broadly, and across domains. As with section 3, Commission-level
actions and recommendations are identified.
The conclusions in section 5 build on the recommendations in the previous two sections,
identifying points that should be considered as candidates for inclusion in the final report from
the project. It also discusses the next steps in this area, including ways of obtaining feedback on
the recommendations before they are finalised.
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2 Market Analysis Methodology
The purpose of the market analysis methodology is to give a basis for achieving insight into
the impact of CPS on established markets, and on the creation of new markets or not-for-profit
(social) enterprises enabled through CPS. It is intended that the approach is applied in a domain,
e.g., automotive, or health care, and that it is scenario-based. Scenarios are used because this
enables the impact of CPS to be assessed comparatively directly, without the need for a complete
analysis of each domain (which would be a very large undertaking in many markets).
The approach set out in D3.1 had five main steps, as set out in Figure 2.1.

Figure 2.1: Steps of the Initial CyPhERS Market Analysis Methodology
The use of the model in support of the production of D3.1 showed that there was some
overlap between the steps (or perhaps, this is better viewed as lack of clarity about the bound-
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aries between the steps). Based on these observations and other feedback about the model it
has become apparent that it is desirable to simplify the approach, and to produce a three-step
approach:
1. Domain Model (as step 1 above)
2. Scenario Analysis (combining steps 2 and 3 above)
3. Market Analysis (combining steps 4 and 5 above)
This is summarised in Figure2.2 below; each of these steps is discussed in detail below, in
sections 2.1 to 2.3 respectively.

Figure 2.2: Steps of the Revised CyPhERS Market Analysis Methodology
The methodology is built on a four-layer model of the CPS elements and their context of use.
The model reflects the fact that CPS supports business processes and are used and evaluated in
a social context. The layers, of what is termed the SPIT model, are set out in Figure 2.3.
The layering is intended to support market analysis, and it should be viewed as a set of
“prompts” rather than defining “hard” boundaries; for example it should not be taken to mean
that there is an API between the technology and information layers. In other words it is guidance
that should be used flexibly, not a strict enterprise architecture.
Whilst it is most obvious that innovations arise at the technology layer, which most obviously
incorporates the CPS elements of computing, communication, etc., they can come from any layer
– including changes in social attitudes enabling a previously non-viable technology to become
accepted and successful. Constraints can also arise from any layer, e.g., in terms of power or
bandwidth in the technology layer, or acceptance in the social layer. The SPIT model can be used
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Figure 2.3: SPIT Model (Social, Process, Information, Technology)
both to help understand possibilities for innovation, and to understand the associated constraints,
see step 2 (section 2.2) below.

2.1 Domain Model
The domain model it is intended to define the “as is” structure and state of a relevant market, or
aspect of a market. It will have two main elements:
• A representation of the economic ecosystem, as a network of organisations or simple list
of stakeholders or types of stakeholder, e.g., OEM, tier 1 subsystem suppliers, specialist
component manufacturers;
• An assessment of the current basis for the industry, organized around the SPIT model,
although it is likely that a simpler model of the “state of practice”, e.g., independent
ECUs, connected and integrated by the OEM, employing particular standards, etc., will
suffice in some cases.
The model may focus on an aspect of a domain, e.g., entertainment systems in the automotive
sector, if this is a suitable scale for analysis (enough to support a scenario).
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As well as mapping the ecosystem, this step should characterise the economics of the current
ecosystem. It will not be possible (or necessary) to define the financial data precisely; instead
the aim will be to show where value and revenue comes across the ecosystem.
• Value proposition – for customers, i.e., why they buy the current systems;
• Value architecture – map of whole ecosystem, showing where value is generated (see
below for more details);
• Revenue model – map of whole ecosystem (see below for more details).
The value architecture and revenue model reflect the distribution of income and value in the
ecosystem. For example, in automotive the overall value share (at least for high-end vehicles) is
about 40 : 30 : 30 for electronics (CPS) : propulsion : body/chassis. The original equipment manufacturers (OEMs) will have their income “skewed” towards the mechanical elements; the tier
1s and lower tier suppliers will have a higher proportion of their income from electronics/CPS.
This is illustrated in Figure2.4 below where the size of the boxes represents overall revenue, and
the subdivisions represent the sources of value (more sophisticated models could be devised;
however simple models are probably adequate for market analysis). In the illustration there is
an assumed 60 : 40 mechanical to CPS ratio for the market as a whole, and a similar ratio for the
OEM, without about half the overall value. The Tier 1s have some mechanical elements, but a
much greater proportion of the value from CPS and the Tier 2s have all their value in CPS.

Figure 2.4: Illustrative Revenue and Value Mapping in an Ecosystem
This is intended to be illustrative, not definitive for any market, but is perhaps fairly representative of the automotive sector 1 . A similar mapping will be used at step 3 which will enable
the impact of the CPS innovation on ecosystem economics to be evaluated.
This step should not need much creativity; indeed it is likely that there will already be documents that define the domain model, except where entirely new markets become possible (see
1

One aspect of the digitalization (of vehicles) is that the borderline between mechanics and electronics/software
is becoming smaller, since largely all mechanical parts will have integrated electronics. Making distinctions in
terms of the market along the classical mechanical/CPS is thus likely to become more difficult.
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section 4). In such cases it is possible to miss out this step (there is no “as is” ecosystem) but it
is likely to be better to identify stakeholders who could become part of the new ecosystem. In
some cases it may be difficult to get quantitative data; in this case a qualitative assessment of the
ecosystem would suffice.
The output should be a map of the “as is” economic ecosystem identifying classes of stakeholders and their roles, or a list of relevant stakeholders and their potential roles in the “to be”
ecosystem where a new opportunity is being considered. It should also reflect the value and
revenue generation model across the ecosystem, differentiating, so far as practicable, those aspects of value/revenue that come from CPS technologies and those that don’t, as illustrated in
Figure 2.4 above.

2.2 Scenario Analysis
The scenario analysis is meant to identify and represent a possible change that could have a
profound effect on the market. The analysis covers the identification of:
1. The opportunity, across the SPIT model;
2. The development work needed to realise the opportunity;
3. The constraints that need to be overcome to realise the opportunity.
Step 1 is the most creative; the opportunity could arise at any layer of the SPIT model,
e.g., the availability of a new type of sensor at the technology layer, or a change in laws at
the social layer. A “checklist” or set of prompts for identifying opportunities is sketched out
below. It considers, especially at the information layer, the ability of CPS to support integrative
applications. The intent is that the checklists are used to help identify an opportunity, or a set of
related opportunities (which are sufficiently similar they can be analysed together).
The aim should be to “think big”; for example to consider integrating cruise control with
traffic lights in cities to smooth traffic flow, rather than small refinements in existing sensors or
actuators. However, it should be stressed that even small advances might lead to quantum leaps
enabling disruptive opportunities.
At step 2, the opportunity should be defined across all layers, to show the changes necessary
to realize the opportunity. Even if the opportunity is clearly at one layer, e.g., information, then
the other layers should be considered to identify additional work (developments) necessary to
realize the opportunity, including steps needed to gain social acceptance, if necessary.
Step 3, considers the constraints that would have to be overcome to realize the opportunity.
The aim is to establish the “viability” of the change by considering constraints at each layer. The
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intent is not to use the above to fully assess technical feasibility of a change, or to estimate RoI;
it is intended to inform a decision as to whether or not the change is likely to be viable, in the
market. As with step 1, prompts are provided against the layers in the SPIT model
The output should be a description of the opportunity, the work needed to realise it, and the
constraints that need to be overcome at each layer (with means of overcoming them, if possible),
in terms appropriate to each layer.

Opportunity Prompts
Social
• Dealing with societal changes, demographics, etc., which create new markets
• Existing capabilities now socially acceptable
Process
• Capabilities/services now cost-effective which were previously impracticable (but feasible
in principle)
– In domain or to other domains, including integrating other domains
• New capabilities now (economically) feasible which were not feasible before
– In domain or to other domains
Information
In-domain sources and uses
• New analysis/inference that can be achieved with current information
• New analysis from additional information, from within domain
Sources outside domain
• Information that could enable value-add in the domain
• New analysis from additional information, from outwith domain
Uses outside domain
• Value obtained from offering information to other domains
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New software capability that helps exploit existing information should also be considered.
Technology
Developments in domain, or in other domains that can be exploited in this domain:
• Sensing
• Processing/Control
• Communication
• Actuation
New software capability that helps exploit existing technology should also be considered.

Constraint Prompts
Social
• Legal constrains/certification/regulation
• Ethical/moral acceptability
Process
• Restrictions arising due to limitations of underlying technology or information
• Non-functional requirements, e.g., safety, security, privacy, etc.
• Business agreements in economic ecosystem to realise value chain and revenue
Information
• Accuracy, timeliness of information (data quality)
• Access right restrictions, including privacy, IP in the ecosystem
• Technical agreements to realise the information exchange, e.g., SLAs
Technology
• Platform (larger system) limitations, e.g., power, throughput, etc.
• Technical standards
• System integration
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2.3 Business Analysis
The purpose of this stage of the method is to identify the “to be” economic ecosystem, or multiple ecosystems, if appropriate, for those innovations which are believed to be viable and to
assess the impact on the overall ecosystem. Viability depends on the cost of the developments
needed and the work needed to overcome the constraints; in many cases this will have been implicitly established in determining that a scenario is viable. The much bigger step is to determine
the impact on the ecosystem.
The first step is to update the model of the “as is” ecosystem to reflect the “to be” ecosystems,
viz.:
• Value proposition – for customers, i.e., why they would buy the new system, and, if possible, what change in price would be justified by the new capability.
• Value architecture – map of whole ecosystem, showing where value is generated; note that
existing members of an ecosystem who no longer generate value are unlikely to be in the
new ecosystem, so this acts as a check on the competitor analysis.
• Revenue model – map of whole ecosystem, including RoI from the necessary initial investment for companies to realise their part of the overall product; this should indicate the
economic viability of the innovation, and the impact for Europe based on knowledge of
the location of suppliers.
So far as practicable, the analysis should be “monetised”, but it may only be possible to give
analyses in broad terms, e.g., relative to market size as outlined in section 2.1. In some cases the
analysis will have to be qualitative due to the difficulty of obtaining data.
The second step is to identify the impact of changes brought about by the innovation. It will
also consider the competitive position of Europe explicitly. Three broad classes of impact are
considered:
• Disruptive – a major structural change in the ecosystem, e.g., removing tiers, or dislodging
the prime (OEM);
• Transformative – making substantial change in the revenue/value architecture possibly
altering the power-structure if not the shape of the ecosystem (or just making it much
more valuable);
• Evolutionary – slight shifts in the revenue/value architecture but the ecosystem still functions much as it did previously
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Note that there is an issue of timeframe here; some evolutionary or incremental changes
might be disruptive, in the long run. Given the rate of change of CPS technology, and its capacity to be truly disruptive, it is suggested that 3-5 year time frame is taken when judging how
disruptive an opportunity might be.
It may be that the shift in the market is entirely apparent from the nature of the innovation, for example, if Google become successful in selling autonomous cars, then there could be
a “market inversion” (or disintermediation) where electronics suppliers become dominant (effectively the OEMs) and mechanical engineering firms become “component suppliers”; this is
clearly disruptive.
Where there is not such a clear radical change, the intent is to use the classical five forces
model to help to identify and assess the shift in the economic ecosystem. In general, the analysis
would be undertaken as follows:
• For members of the current ecosystem consider the impact through changes in the supplyside and in buyer behaviour using their bargaining power; it will be assumed that similar
forces exist on existing competitors;
• For competitors with substitutes or new entrants in the “to be” economic ecosystem, consider the role they are able to establish and the influence they will be able to exert.
The first case could identify evolutionary or transformative shifts in the ecosystem; the second case is most likely to be transformative.
In carrying out this analysis it will also be essential to look at the “strengths” of the incumbents which might prevent them from being dislodged from their place in the ecosystem,
and whether new entrants have some advantages – which might make an otherwise “merely”
transformative situation disruptive.
For example, the incumbent has a real advantage, with knowledge and IP that enables rapid
exploitation of CPS or protects key aspects of their role in the ecosystem, e.g., in floor pan
design for cars. Alternatively, it might be that a new entrant has significant advantage, as they
do not have to interface the new technology to legacy systems, or to continue to support a mixed
product base. Such factors may render a detailed analysis unnecessary, but the more complex
the economic ecosystem, the more likely it is that an explicit business analysis will be desirable.
Most significantly CyPhERS will need to consider the competitive position of Europe, so far
as practicable. It may turn out that some of the alternative ecosystems identified are possible,
say in Asia, but others are likely to prevail in Europe. This might, in the long run, be a disruptive
threat to Europe if it cannot exploit some of the CPS opportunities.
The output should be a description of one, or more, “to be” economic ecosystems which
could arise as a result of the innovation, together with an analysis of the impact of the innova-
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tion. This will include a rationale as to why it is expected to be disruptive or why, despite the
disruptive potential, current members of the ecosystems have sufficient “defences” to preserve
their position. It should also compare Europe with the rest of the world and identify EU-level
action that should help protect or enhance the position in Europe.

2.4 Observations
The methodology described above has the same intent as that defined in D3.1, but there are two
significant changes. First, the details of the steps have been rebalanced, and compressed into
three not five steps, although no parts have been removed. This reflects the experience of the
use of the approach in D3.1 and, it is believed, provides a clearer and more natural analysis
approach.
Second, and more importantly, the description of the economic ecosystem model and of the
analysis for disruptive situations has been made much more explicit. Some of this is clarifying
previous intent, but some is genuine extension based in part on feedback from the mid-term
review.
Finally, the description is rather idealised. In many cases it is difficult to be as precise as
the description of the methodology applies. In CyPhERS’ view benefit can still be obtained in
working through the steps, even in the absence of precise market data.
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3 Market Analyses
This section builds on the scenarios presented in D3.1. As indicated above, the steps of the
method have been refined (rebalanced). As a consequence some of the material for the scenarios
would be presented in a slightly different order using the new definitions of the steps, but the
content remains largely unchanged; thus this material is not repeated here. However the second
change is significant, both introducing more explicit models of the economic aspects of the
ecosystem and determining whether or not the innovation is likely to be disruptive. Thus the
material is presented here as a “first view” of the issues, from the project’s perspective. The
possibility for validating and refining this analysis is discussed in the conclusions.
In each case an overview is presented, setting a possible outturn in terms of changes in the
ecosystem. This is followed by a broad discussion of constraints and other factors (mainly at the
social layer in the SPIT model) and some recommendations, mainly at the EU level.
In some cases, for example the automotive example, a rather radical view is taken. Whilst
this may not be a realistic model of what will actually happen, where CyPhERS believes that
there is a disruptive possibility it is appropriate to take a firm view. Europe has suffered major
disruptions – for example the effective loss of (dramatic reduction in) mobile telephone handset
design and production. If it seems possible that such seismic shifts can occur on a similar scale
in other sectors then it is incumbent upon the project to sound the warnings.

3.1 Automotive
In the automotive sector, we consider the complete mobility system including the interaction
of cars with their environment, including navigation, autonomous driving, not just the car as a
product. CyPhERS takes the view that there will be a bifurcation in the market, resulting in two
distinct ecosystems:
1. City cars – electric car services, where (almost) no one owns a car and the typical economic model is “pay for use” where a car will arrive in response to a request (typically
from a mobile phone), with enough charge to complete the requested journey; the services
will be enabled by CPS.

Deliverable D3.2 – Market and innovation potential of CPS
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2. Luxury cars – specialist cars will still be sold to wealthy owners, and will be highly customised (including but not only using CPS) to meet individual customer needs.
It is likely that a third class, of more utilitarian vehicles, will form another market sector
for the non-urban user, e.g., those living outside major cities but needing to travel sufficient
distances (for work or leisure) that car ownership is still desirable (necessary). This might be
because the electric car services do not have sufficient range, or the speed restrictions of typical
electric vehicles make journey times too lengthy.
This third possible ecosystem is rather like today’s market, albeit of a reduced scale, and
probably with a reduced product portfolio. Here some of the more limited innovations discussed
in D3.1, e.g., integration of consumer electronics, model year updates, may be realised. However, because of the similarity of this case to the current situation, the discussion here focuses
on the two ecosystems identified explicitly above.
Using the same format as the description of the ecosystem in Figure 2.4, we can depict the
first ecosystem as shown below. Related to Figure 2.4 this shows a reduction in the market size
of around 50%, the Tier 1s now having the greatest share of the market, and the OEMs reduced
to mechanical parts suppliers. There is no real impact on the Tier 2s, except in terms of the
volume of business.

Figure 3.1: Illustration of impact of ecosystem 1
Of course, it is possible that current Tier 1s will also lose out, and computing companies will
use their expertise to cut into this market as illustrated in Figure 3.2 below.
Here the Tier 1s are reduced to a similar role to the Tier 2s, but perhaps delivering some
specialist mechanical parts, e.g., actuators. In addition, with either interpretation, there will be a
(largely) new member of the ecosystem: the service provider. This may reflect a natural shift in
role for car rental companies, it may be a role taken by new entrants, or the manufacturers (now
the Tier 1s or ICT companies) may decide to add this to their business model.
The “economic motor” of this economic ecosystem is the reduced cost of ownership for
the end user, plus the ability of the Tier 1s to produce vehicles at such a price that the service
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Figure 3.2: Alternative version of impact of ecosystem 1
providers can make a margin on vehicle use, given costs of infrastructure, e.g., storage, charging,
servicing, etc.
In this view of the future, the niche sales (the second ecosystem) might only represent 10% of
the overall market by volume (although much more by value) with the rest being the extra-urban
usage, supported by an ecosystem similar to that found at present.
These potential changes are clearly disruptive. For individual companies, it might mean
a huge shift – perhaps Daimler reduced to the size of JLR (from circa 1.6M vehicles pa to
about 0.4M). For Europe, which has many leading OEMs and Tier 1s, it could mean a dramatic
reduction in economic activity and employment especially if much of the product innovation
occurs outside Europe (and vehicles are imported into Europe).
There are a number of constraints, mainly at the social level, which can have an impact on the
viability of these new ecosystems, and the biggest of these is probably safety, especially safety of
the autonomy. Some possibilities of activities which would address the safety concerns, include:
1. Sponsor revision of ISO 26262 to address autonomy;
2. Develop some information/process-layer standards for interaction between vehicles and
between vehicles and infrastructure, e.g., for location control, interaction with signals/barriers,
etc., to enable integrated operation of services (analogous to ERTMS on railways);
3. Support research and development projects to develop both the vehicle systems and the
“smart” infrastructure necessary to realise the integrated services;
4. Evaluate the costs and benefits of formal certification of autonomous vehicles, including
conformance with standards.
Points 2 and 3 are intended to help expand the European market and to give Europe a basis
for export to other regions. The focus on integrated services is proposed both because it is
likely to be necessary to support safe operation with larger numbers of autonomous vehicles,
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and because it would give an additional capability which give European industry an “edge” in
exports.
There are other societal issues which are potentially worthy of study and which may need
legislation (although this may be National, not European). For example, how do drink-driving
limits apply to occupants of autonomous vehicles (do they need to be below the legal limit
in case they have to take over control)? Also, would unaccompanied children be allowed in
autonomous vehicles? If unaccompanied minors are allowed in vehicles, at what age would this
be this allowed (and would there need to be some form of remote monitoring so a responsible
adult could check on them)? More fundamentally, there might need to be a review of what
driving licences mean!
Recommendation: the EU should initiate and support an initiative to promote the safe introduction of autonomous vehicles and services across Europe, liaising with industry to define the
scope of the initiative.
To be successful the range of issues to be addressed must be agreed with the industry, but
it is suggested that this is done, starting with the points identified above. This is all the more
important for Europe, given the current initiatives in the USA.

3.2 Smart Grid
It is more or less certain that the Smart Grid will become a reality, as there are already many
elements of this in place in different European countries. European countries are rolling out
“smart meters”, as required by EU policies, and some, e.g., Denmark, already have extensive
distributed generation including renewables and biomass. What is much more difficult, however,
is predicting the impact on the ecosystem, and on long-term economics. However, CyPhERS
takes the view that it will be transformative, rather than disruptive.
The smart grid will add (is already adding) prosumers to the ecosystem – or perhaps better
turning a subset of the consumers into prosumers. This change applies both to companies and
to individual households (although, for some companies, this has been a reality for some time).
There is likely to be an increase in the number of electricity generators, although it may be that
the change is in the sources of energy exploited, not which companies deliver it, in other words
that the incumbents diversify, not that there are new entrants into the market (except consumers
becoming prosumers). Thus the ecosystem will not change substantially in structure
There are a number of factors that mean that it is unlikely that there will be major economic
changes in the ecosystem, although there will be some. First, it is unlikely that the bulk of
prosumers will be (major) net contributors to supply; instead they are likely to reduce demand
from the major, centralised, power generators and thus to reduce the need for capacity in the
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distribution networks. Second, the investment in infrastructure for base load generation, distribution, protection systems (to isolate network faults), etc., still needs to be made and sustained,
even if the level is reduced (indeed this is one of the potential economic benefits of smart grids).
However it may be that with distributed generation the need for protection increases (protecting
a larger number of smaller “micro-grids”) so the net saving in infrastructure will be limited.
Third, there will still be a need for energy trading. Whilst this may become more complex, as
different sources of energy are introduced, and there is a wider shift to the prosumer model, the
pricing models, the active markets, etc., will still be needed to ensure effective market operation.
There is an analysis of the possibilities for smart grid and related issues in the USA1 where
it is estimated that about 9% of the generation could be displaced by CPS-based technology (in
our terminology). Whilst this is not conclusive, it reinforces the conclusions that the impact of
smart grid and CPS on electric power generation will be transformative, not disruptive. However
it is likely that such changes will occur (as mentioned above this is already happening), but for
other (or additional) reasons than just economics.
For Europe, and individual Nations, one of the key benefits of smart grids is energy security,
not just cost reduction. Several Nations have suffered blackouts; this has affected the USA as
well as countries in Europe. The economic damage of such failures is large –in many cases
measured in e10Ms per event– and the evidence is that energy usage is still on the increase,
so the risks are becoming greater. The existing initiatives in various European countries are a
testament to the importance of the smart grid.
Although the impact of the smart grid will not be disruptive, one of the transformative effects is likely to be on the economics in the ecosystem, For example, the cost of power from
photovoltaic cells has been reducing dramatically so it will soon be cheaper than power from the
grid. Thus, in some geographical regions the prosumer will see significant reductions in costs
of power (indeed they may have a net income from delivery of power to the grid) whereas those
who are reliant on conventional generation and supply may see a price increase, as they will
be bearing a greater proportion of the infrastructure costs. This will, of course, have a knockon effect on others in the ecosystem, including the incumbent electricity suppliers. Overall the
prosumer, especially using reliable renewables, will make net gains, the conventional consumer
is likely to have net losses, and the situation for the supply and distribution companies is more
complex, depending in part on their willingness to invest in renewables.
There may be some second-order ecosystem effects in terms of the supply of CPS-based
equipment, e.g., smart meters, into the market, and the increasing desirability of certain classes
of product, e.g., storage devices. Our focus in this analysis is on the primary (electricity supply
and generation) ecosystem, but it is worth noting that the second-order market will expand dra1
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matically as a consequence of smart grids, bringing both a domestic market and export potential.
As indicated above, many individual countries have initiatives, but energy is traded across
borders (quite extensively) and energy security is more of a European issue than a National issue,
as the different National networks are extensively interconnected. The EU already has a number
of significant initiatives in this area2 , and it is clear that these form a good basis for any further
activity reflecting the capabilities of CPS.
Recommendation: the EU should build on its current initiatives to harmonise, so far as practicable, key aspects of the smart grid across Europe exploiting the capabilities of CPS to maximise
both the economic return from investment in the smart grid, and to maximise energy security for
Europe.
To put it another way, the current EU initiatives seem extremely well motivated, and to have
put a in place number of important policies and mechanisms, but not to take sufficient cognisance
of the potential impact of CPS-based technologies, hence the focus of the recommendation is on
ensuring that they are recognised in the programmes being run by the EU.
Details should be agreed with industry specialists, but the key focus should be to ensure
that the capabilities of CPS are recognised, to enable Europe to optimise its investment in smart
grids. This would need to consider the range of generation possibilities, approaches to storage,
demand prediction, etc. Given the scale of investment, even a marginal change in efficiency (say
1%) will have a major economic impact).
There is also an issue of cyber-security, including the risks of attacks on individual users and
on the network itself. However this is a general issue that we return to in section 4.

3.3 Production and Logistics
CyPhERS takes the view that, in the long term, there will be a bifurcation in production and
logistics enabled by CPS. There will still be “mass production” much as it is today, but better
optimised through the use of CPS. Further there will be a “new” form of “individual production”
with design and manufacture, including customisation, being possible for a much wider range
of people, rather than just specialist designers.
CyPhERS analyses two more immediate scenarios, both in the area of manufacturing, although the second one has a significant impact on logistics. These are intended to represent
steps towards the splitting of the production and logistics system that are likely to occur within
the next three to five years. It is also likely that there will be more direct influences on logistics
but these two cases are sufficient to enable contrasts to be drawn between the quite different

2
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impacts of CPS in parts of this domain, and to provide a basis for us to draw out some recommendations.
The first case is optimisation of manufacturing in a factory, and the second case is use of
3D printing and additive manufacturing to implement distributed manufacturing, in particular
manufacturing near to the point of use. The former case is transformative, but the second is
likely to be highly disruptive with an impact on logistics.
The first case involves use of CPS to optimise workflow through “conventional” factories
and is really an extrapolation from what is already happening. The major opportunities are both
in efficiency of plant, in terms of better throughput reducing cost per item, and in reducing
energy consumption, making the plant more energy efficient (“greener”). There are benefits for
the manufacturing organisation, and also for their customers in terms of reduced parts prices,
but there is no structural change to the ecosystem.
There are clear benefits in this particular market, and there are already developments by both
equipment designers and factory managers. In CyPhERS’ view there is no need for a new initiative at the EU level (given already existing emphasis, including factories of the future). To
realise the benefits and increase the desired level of integration along the product and production
lifecycle, specific emphasis needs to address interoperability and cross "discipline/stakeholder"
interactions. CyPhERS will crosscheck the H2020 program and provide updated recommendations in case such aspects are not currenctly not sufficiently covered.
In CyPhERS’ view there will be a need for new initiatives at the EU level for the second
case. The Internet has already had a disruptive change in some sectors, including the music
industry. The change is most obvious where the product can be delivered digitally, as is the
case with music – where digital downloads have made substantial inroads into the CD market.
Although the CD market has been significantly reduced – reports suggest half of sales are via
downloads3 – it has not been decimated as once predicted. Similarly CyPhERS expects that there
will be a substantial and disruptive effect on manufacturing through CPS – but that conventional
manufacturing is not going to be decimated.
One of the big opportunities arising from 3D printing and other additive manufacturing capabilities is to manufacture near the point of use. This arises because it is quicker and easier to
transmit digital blueprints than to ship parts; it is likely that it will also be cheaper, in time. The
parts aren’t digital; the plans for making them are.
At present the shift in the ecosystem is restricted both by cost of the printers and the limitations in the materials which they can handle. It is unlikely, for example, that it will be possible
to manufacture “high tech” parts such as aero-engine components in the near future, but the
range of materials that can be handled is changing rapidly and the capability of the industry is
3
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increasing apace. This is disruptive, in several ways. Whilst it is unlikely that the impact on
manufacturing will be as profound as that on the music industry, it is not unrealistic to think that
it could have a high impact in some low-tech manufacturing industries, with perhaps a 10-20%
impact overall. There are at least three different ways in which this might come about.
First, manufacturers will potentially be able to reduce costs by outsourcing aspects of their
manufacturing to geographically distributed 3D printing facilities. This might profoundly impact
where in the world parts and systems are made; if it is as expensive to print parts in, say, Chengdu
as it is in Warsaw, then the economic incentives to move manufacturing to low-wage economies,
will be reduced (they won’t be eliminated). Thus the technology could support a resurgence of
manufacturing in Europe.
This may also allow a greater benefit for end-customers. It may be much easier to customise
products in terms of colours, finish, etc., subject to available raw materials.
Further, for low-complexity parts it is likely that manufacturers will be able to share printers
– indeed this will probably be essential for a reasonable economic return. Thus there will be the
need for additional members of the ecosystem – local “3D print shops” which provide services
to a range of manufacturers. This brings with it some challenges in managing the facilities, for
example, ensuring fairness in use of the facilities, protection of intellectual property, etc.
Second, the change could impact maintenance/repair activities. This might be limited to a
particular organisation, e.g., a car manufacturer and the franchised dealerships, so they can print
parts needed to repair vehicles on demand. This will become more practical if, say, additive
manufacturing can be used to repair parts.
Third, there may be some more social impacts of these capabilities. As well as local “3D
print shops” potentially there will be an opportunity to set up local services, enabling people to
make parts to order providing tradesmen with much more flexibility in the work they are able
to do. Further, it is not a big step to consider a scanning capability which enables at least some
classes of component to be “measured” so that a form and fit replacement can be made to enable
a repair – this would, of course, be limited to components which did not have a sophisticated
function.
There is a significant potential impact on the current manufacturing ecosystem. For example,
it could lead to the scaling down of primary manufacturing plant, and alter the geographical
distribution of manufacturing plant. It could add new members to the ecosystem, e.g., the “3D
print shops”, and change repair/maintenance facilities.
These examples will also have an impact on logistics. The distribution of parts which can
be made locally will no longer be necessary, or the distribution will only be over a more limited
distance, e.g., within a town or city, rather than over much longer distances, i.e., Nationally or
perhaps intercontinentally, in some cases. Of course there will be a need to distribute raw materials for the printers and it is possible that this will completely offset the reduction in transport
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of manufactured goods and spare parts – but nonetheless it is a major change.
It is very likely that such developments will occur anyway, in an ad hoc manner. However
there are both risks and threats that could prevent the opportunities from being realised and/or
lead to problems when providing manufacturing services. For example, problems could include
corruption of “digital blueprints” (leading to a faulty part), manufacturing of incorrect parts,
charging the wrong customer for the parts, and so on. The solution is likely to be at the information layer in the SPIT model – specifically controlling data integrity and provenance. It might be
the case that focusing on these issues would give a particular manufacturer a competitive edge,
but it is likely that the full benefits will only be realised if there are agreed standards beyond the
scope of an individual manufacturer.
Thus there is an opportunity for Europe to (help to) realise the potential in the market by
establishing standards and protocols for data interoperability, for high integrity data exchange,
and for managing provenance in a way that ensures interoperability in the ecosystem. To be
effective there would need to be a form of “regulation”, perhaps akin to CE marking, whereby
only products conforming to those standards could be used in Europe. If such schemes are seen
to be effective it could also help in creating export potential for European manufacturers.
Recommendation: the EU should sponsor and support the development of pan-industry data
exchange standards, covering interoperability of equipment, data integrity and provenance management (both in terms of the source of the part definitions and in terms of customer identity).
The intent of this recommendation is to stimulate the EU market by enabling easier interoperability of products, and to ensure that acceptable standards are applied to protect the consumer
from counterfeit or substandard goods.
There is also an issue of cyber-security, including the risks of spoofing orders, or industrial
espionage copying “digital blueprints” for parts. However cyber-security is a general issue that
we return to in section 4.
Note that there are potentially also issues of export controls. However as these relate primarily to military equipment they are excluded from consideration, at this point.

3.4 Healthcare and Assisted Living
In the healthcare sector it is expected that there will be massive market growth and change
driven by the aging society and exploding cost; the focus taken here is on assisted living, as that
is predicted to be a high-growth area with major impact on the economic ecosystem due both to
the capabilities of CPS and the demographic shift happening over the next few decades. In what
follows, we refer to the recipient of assisted living services as the independent senior citizen
(ISC).
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The change in the healthcare/assisted living market is expected to be disruptive, but more
likely by enabling new entrants into the market, rather than by threatening the current suppliers.
In ecosystem terms, it is expected that there will be growth in the sectors of the economy that
provides:
• Networked biosensors – for vital signs, e.g., pulse, and particular properties relevant to
treatment of particular diseases, e.g., monitoring of blood sugar for diabetes;
• Smart devices – domestic appliances such as fridges, showers, etc., which can monitor
activity and/or guide the user, devices for delivering pills and logging use, etc.;
• Integration services – functions integrating the data from the biosensors and smart devices
to provide a holistic view of the ISC’s state of health, their activity levels, whether a visit
or intervention is needed; such services could support a number of users including the
ISC themselves, relatives, health professionals, etc., providing appropriate subsets of the
information to each stakeholder.
Whilst perhaps the most obvious uses of these devices and capabilities are in the home, they
also have a use to enable ISC to be more mobile, and to continue to be able to engage in everyday
activities outside the home, e.g., in shopping centres4 .
There are many possibilities and it can be expected that the market will grow significantly.
Based on studies of European demographics, there will be 58 Million people in Europe over
the age of 65 in 2050, of which 32M will be over 80. If the spend per individual were only
e1,000 for those under 80, and e2,000 for those over 80, then this is a e90Bn market – even
assuming that the expenditure would be spread over a number of years then there is likely to
be over e10Bn pa of expenditure in this market. In the terms used above this is disruptive –
although more in the sense of creating a new market than displacing the incumbents.
One of the crucial activities in delivering the capabilities in this area is integration – for
example should the “wonder walker” (see above) know the ISC’s shopping list and remind him or
her to enter the relevant shops? There are already some (commercial) initiatives to develop data
models for the exchange of certain classes of relevant data; the value of really open standards
for data is that it enables the widest competition to provides products and services to the citizen
– not just the ISC, as family members, etc., also have an interest in accessing such information.
However there is a major societal issue about control over access to, and protection of, data,
especially personal data. Whilst it is generally accepted that it is too late to prevent a lot of
personal data being publicly available, e.g., through the use of social media, this is not true of
4
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some of the “very intimate” data relating to personal medical conditions, health, etc., which
assisted living systems will process. Managing such data may be a critical element in making
advances in assisted living socially acceptable.
Whilst it is not easy to parameterise sensitivity, two parameters can be suggested:
• Proximity to self;
• Currency, in the sense of being contemporaneous.
The greater the proximity, and the greater the currency, the more sensitive is the data. Thus,
for example, “live” records of heart rate would be highly sensitive, whereas the average amount
of daily exercise over the last six months would be much less so (it is less current, it is averaged,
and it is an external not internal measure). The ability to access data will depend on its type and
the individual involved; also, to a major degree, the ISC should be able to determine who (which
groups of individuals) can access what data although such controls should be simple to manage.
Recommendation: the EU should sponsor and support the development of data interoperability standards to promote the development of an assisted living market, covering issues of control
over sensitive data, and ensure that devices and services used comply with these standards.
As with other domains, cyber-security is an issue – including the protection of sensitive data.
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4 General Technology Trends
There are many technology trends, some of which are discussed on a domain-by-domain basis in
D4.2. The focus here is on “general” trends that are likely to shape the future of CPS, especially
when seen from a market perspective. In CyPhERS’ view the most significant issues are at
the information layer in the SPIT model – and the technology for exploiting the information;
without this we do not believe that CPS will realise their full potential, particularly in terms of
supporting integrated services.
We consider three trends, one of which is perhaps more of a constraint, as we believe these
are likely to have the most profound impact. We discuss all three before drawing out a recommendation.
Trend 1: The growth in “big data” or, perhaps better, the availability of analytics to process
large-scale data. In CyPhERS’ view the expansion of analysis capability is a key to realising
the benefits of CPS. In particular it will enable the production of true socio-technical systems,
building on the more “embedded” CPS elements – assisted living and the automotive examples
being perhaps the most obvious. Further, it will provide the basis for pan-domain integration,
particularly as many of the analytics systems are good at dealing with unstructured data and
correlating otherwise disparate data.
Trend 2: The Cloud will provide the basis for analysing data from CPS (including the “bigdata”/analytics capabilities) that cannot be carried out in individual CPS, either because of lack
of processing power, or lack of access to the data. The Cloud is a natural place for this, due to
its power, scalability, and the ability to access it on a geographically distributed basis. As with
“big data” this will provide the basis for providing a socio-technical capability and pan-domain
integration.
Trend 3: Cyber-security has the potential to be a serious constraint to the vision of CPS. In
threat terms, the interconnectivity greatly increases the possibilities for attack. In risk terms,
the connection to physical devices means that compromises of security can have an impact on
essentially all kinds of services based on CPS. Properties that may be affected include costefficiency and availability of societal services (e.g. transportation partially and temporarily
blocked), democracy aspects (e.g. unfair competition), integrity, and safety 1 . Cyber-security
1
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Deliverable D3.2 – Market and innovation potential of CPS

25

CyPhERS – Cyber-Physical European Roadmap & Strategy

is thus an issue in all scenarios, for example with smart grids individual prosumers, or groups
thereof, could be denied power, or potentially have damage done to their equipment. Also, as
indicated in the case of assisted living, the nature of the capability is such that very sensitive personal data might be at risk of exposure; in some of the other cases, e.g., the automotive example,
it might be possible to track where people are, hence when their homes are vacant, etc.
Recommendation: the EU should sponsor research activities focused specifically on the
cyber-security aspects of CPS, with the aim of producing analysis methods to assess the risks
of particular CPS “applications”. If practicable, it would also produce guidance on design and
development of the software in such systems to assure cyber-security. The work should take into
account:
• The need to address “big data” and the capabilities of analytics;
• The use of the Cloud as an implementation mechanism, with consequent challenges in
terms of knowing the legacy and provenance of data;
• The need to integrate with safety analysis to understand the safety impact of security
breaches;
• The need to view CPS as socio-technical systems with varying configuration (treating
them as systems of systems).
The work should be undertaken in as domain-independent a way as possible, but it should
support domain-specific activities where necessary, e.g., to exploit ontologies used in a domain,
or to interface to domain-specific safety standards.
It will be difficult to undertake such work and to make it effective; at minimum it would
seem desirable to carry out the over-arching work using a team with fairly broad experience of
safety, security and a number of application domains, but with specialist working groups for
each relevant domain.
It could be argued that there is a fourth trend; the move towards systems-oriented businesses
providing services rather than simply products. CyPhERS takes the view that this is the commercial realisation of the first two major trends discussed above (and domain-specific changes). This
will yield new ecosystems, and is likely to change the operating models of incumbent companies
in a range of sectors.
Although this will be a major change, it is not clear that the EU needs to take any action.
There is already regulation of services, and relevant standards, e.g., for vehicle safety, apply
whether a product is sold directly or incorporated into a service. However CyPhERS will seek
under fairly constant “attack”.
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to obtain views of the community whether or not the move towards a service economy enabled
by CPS does warrant more attention by the Commission. For example, given an increased level
of interoperability across CPS enabled products and services, may require new licensing and IP
schemes to be developed and/or promoted.
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5 Conclusions
This report has produced a revision to the market analysis methodology set out in D3.1 and
revisited the four domains addressed in D3.1. The major part of the revision to the methodology
is to add more explicit modelling of the economic ecosystem; in addition the opportunity has
been taken to simplify the model, reducing it to three steps from five.
The application of the approach has been most complete in the consideration of the automotive sector as it is relatively easy to gain the broad economic understanding necessary to apply
the model. In the other cases the analysis has been rather more qualitative. In principle it would
be desirable to have more quantified market data, however it is not clear whether or not having
more precise data would alter the overall analysis outcomes. This report has taken the view
that it should consider the potential for disruption –to help inform the strategy and roadmap that
CyPhERS is developing– rather than consider economics in more detail.
By taking this viewpoint we believe that it helps to see the key issues that should inform the
CyPhERS roadmap and strategy. For example, it is clear that there are some domains where
CPS will be influential, even highly so, but not disruptive, due to the nature of the market, or
other constraints. In CyPhERS’ view this applies to electrical power network and some aspects
of manufacturing and logistics. However, as with other aspects of this report these perspectives
need validating. It is proposed that they are discussed during forthcoming CyPhERS workshops with as wide an industrial participation as possible. Assuming sufficient feedback can
be achieved this way there will be an update to this report to produce and additional report, or
information will be added to the final report.
In addition, on order to validate the work presented here, CyPhERS will develop a simple
questionnaire and make it available via the CyPhERS website. So far as it is practicable the aim
will be validate both the overall approach, and the conclusions drawn for each domain.
Also, feedback is being sought through outreach activities. At the time of writing, presentations have been made to an EIT ICT Summer School (in Trento), to an INCOSE meeting
(mainly with US participants in New Jersey) and to an IBM group in the UK. Feedback from
these presentations is already reflected in this report.
Finally, CyPhERS will crosscheck the provided recommendations with the H2020 program
and actual projects, and provide updates if necessary for the final revision.
At this stage there are five draft recommendations: one for each of the domains studied and
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a more general one relating to cyber-security. It is anticipated that the structure of these recommendations will stay the same, but the detail will be modified or refined during the validation
process. These revised recommendations will be integrated into the final report from CyPhERS.
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